
 

 

 

 

 

 

This “governance package” is part of the presentation of Thijs van der Lugt at the GCN 

conference of October 6, 2017. It includes: 

▪ checklist Export & Sanctions; 

▪ checklist No Unfair Competition; 

▪ checklist No Corruption & Bribery; and 

▪ checklist Governance Visit. 

At Aalberts Industries, we always like to Share & Learn and try to continuously improve. Should 

you have suggestions or comments to these documents feel free to send those to: 

Thijs van der Lugt 

General Counsel Aalberts Industries 

Thijs.vanderlugt@aalberts.com 

+31 343 56 50 80 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Disclaimer: The attached checklists are for general information and discussion purposes only. It does not 

purport to provide any legal or other advice. The authors of these checklists accept no responsibility for 

losses that may arise from reliance upon information contained in this publication. Full legal advice should 

be taken from a qualified professional when dealing with specific situations. 
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EXPORT CHECKLIST 

DOING BUSINESS WITH SPECIAL CARE COUNTRIES 

1 RED FLAGS 

 

 

 

 

2 TO DO 

Does the export relate to dual-use 

items? 

The sale, supply, transfer and export of dual-use items and the provision 

of related services to special care countries is no longer prohibited, but 

now requires prior authorisation. 

Conduct a careful screening of persons and entities involved in any transaction. They must confirm and 

represent in writing that they are neither subject to sanctions, nor owned or controlled by, or acting on 

behalf of such a party. They must indemnify us and our group company involved against any liability 

resulting from the transaction. Sufficient guarantees must be provided to secure any liability payments to us. 

See the document “Contract Riders - Export Control and Sanctions” for template wording that can be used. 

Provide for the possibility to terminate the contract at any time at your sole discretion without liability (mostly 

in case relevant sanctions are re-imposed) as set out in the document “Contract Riders - Export Control and 

Sanctions” 

Verify whether your local banking conditions already allow entering into the intended special care countries -

related transaction. 

Verify whether the products and technology involved are subject to any product-related restrictions and 

whether your supplier contract allows re-export to special care countries. 

Verify whether any US parties are involved or whether there is any connection to the US (such as indirect 

shareholder, subcontractor, end-user, financing bank, insurance etc.) as US restrictions will then also apply. 

Consult in advance with the banks of the customer or agent about the processing of payments in advance 

and the payment terms. Get approval in advance  from our liability insurance company. 

Are any financial institutions in 

these special care countries 

involved in the transaction? 

Are any sanctioned entities or 

persons involved in the 

transaction? 

Certain parties and entities have been delisted from the sanctions list, 

but a considerable number of persons and entities remain listed. No 

business may be entered into with sanctioned entities or persons, 

whether directly or indirectly. Any entity owned or controlled by such a 

person must be considered sanctioned as well. 

A number of financial institutions in special care countries are still 

subject to sanctions. No funds may be transferred to or from such 

financial institutions.  

Are there any US persons, US 

services or US products 

involved in the transaction? 

US persons are still prohibited from engaging in virtually any 

transactions involving special care countries. US persons include US 

entities and US nationals. A US national working for a European 

company may not be involved in special care countries related 

transaction. US controlled products may not be re-exported to special 

care countries. US controlled loans or insurances may not be used. 



LIST OF SPECIAL CARE COUNTRIES 

Special care should be taken in relation to any potential direct or indirect business with companies or 

persons in certain countries. The Code of Conduct sets out the special care countries that are currently 

considered high risk for us. In addition, there are other countries for which EU or US restrictive 

measures are in place. As the world and the international political environment changes continuously 

you are strongly advised to always check most recent sanctions list and export controls rules issued by 

your government. 

1 Special care countries designated by Code of Conduct 

 

2 Additional high risk countries designated by the EU 

• North-Korea

• Sudan

• Syria

At present, there is an embargo in place for these countries for almost 

all goods and services. Further funds and economic resources are frozen 

and banking transactions are restricted. Therefore, doing business with 

these countries is very high-risk. 

EU restrictive measures in force: 

Afghanistan 

Al Qaeda and ISIL (Da’esh) 

Lebanon 

Liberia 

Libya 

Moldova 

Myanmar 

Russian federation 

Serbia and Montenegro 

Somalia 

South Sudan 

Terrorist Groups (Foreign 

Terrorist Organisations) 

Tunisia 

Ukraine 

Yemen 

Zimbabwe 

Belarus 

Bosnia and Herzegovina 

Burma 

Burundi 

Central African Republic 

China 

Democratic republic of Congo 

Egypt 

Eritrea 

Republic of Guinea (Conakry) 

Guinea-Bissau 

Haiti 

Iraq 

Ivory Coast 

• Cuba

• Iran

In certain circumstances, it is now possible for European companies 

to do business with Iran. Please first contact your manager and HQ 

before any actions are taken. Please see the checklist doing business 

with special care countries for an overview of the actions to be taken. 

For US owned or controlled companies is not yet allowed to do business 

with Iran.  

Situation changed. In certain circumstances, it is possible for 

companies to do business with Cuba. Please first contact your 

manager and HQ before any actions are taken. 

http://ec.europa.eu/dgs/fpi/what-we-do/sanctions_en.htm


CHECKLIST RED FLAGS 

Unfair Competition Restrictions
This checklist is aimed at helping you to recognize situations in which you are at risk of 

involvement in anti-competitive practices, and how to act lawfully in these situations.

Red Flag Action

1 No exchange of confidential information

2 No exchange of price sensitive information

3 No price fixing

4 No fixed resale prices

5 No market/customer allocation

6 No product limitation

7 No group boycott

8 No bid rigging

1:  No exchange of confidential 
 information

A person working at a competitor talks about 
the tough competition on the market and 
makes a proposal regarding business strategy.

It is never acceptable to discuss business strategies with 
your competitors or even listen to their proposals without 
immediately and firmly distancing yourself. 

There is only one legally acceptable reaction which is to 
immediately inform the other party that (i) you will never 
accept and reply to these proposals and ask him never to put 
you in this position again, (ii) your company will not breach 
competition regulations and (iii) you will inform your manager 
and the legal department of this. Then, you physically distance 
yourself, e.g. by walking away or hanging up the phone. This 
may look extreme but it is the only legally acceptable reaction. 
Therefore you can better avoid to come in such a situation.
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2:  No exchange of price sensitive 
information

A person working at a competitor talks about 
sales figures and pricing.

It is never acceptable to discuss sales figures and pricing 
strategies with competitors or to be present to a discussion 
on these topics without immediately and firmly distancing 
yourself. In these situations, there is only one acceptable 
reaction which is described above at number 1.

3:  No price fixing

A person working at a competitor proposes to 
fix the price for products you both sell to create 
peace in the market.

Price fixing between competitors is a clear and unacceptable 
anticompetitive act. It is prohibited in all countries we do 
business. Any arrangement between competitors to fix, 
raise or lower prices will be regarded as price fixing. So will 
arrangements between competitors that affect prices indirectly, 
such as rebates or discounts, pricing methods, costs and terms 
of payment. In these situations, there is only one acceptable 
reaction which is described above at number 1.
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4:  No fixed resale prices 

A distributor asks for a bonus if he would sell 
the products of your group company at a fixed 
minimum price.

Suppliers may not impose fixed or minimum resale prices on 
distributors or wholesalers. Distributors or wholesalers must 
always be free to set their own resale prices. You are allowed to 
use recommended retail prices as long as they are not binding. 
You may never:

• enter into any arrangement where a reseller agrees to sell
products of your company at a fixed or minimum price or limit 
the level of discounts, even if the reseller suggests or wants 
this; or 
• behave in any way designed to force or induce resellers to
sell your products for certain fixed or recommend prices, for 
example by threatening to terminate the contract of a reseller  
refusing or delaying orders, limiting supplies or otherwise 
discriminating against that reseller including by way of charging 
higher prices or giving lower discounts.

5:  No market/customer allocation

A person working at a competitor proposes 
to have a meeting together to see in which 
regions and markets you are selling our 
products.

Market or customer allocation arrangements between 
competitors are prohibited. Such agreements include any 
arrangement between competitors to divide geographic or 
product markets, sales territories or customers and agreed 
non-attacking practices. Quota arrangements relating to 
quantities of products sold and/or market shares are also 
prohibited. In these situations, there is only one acceptable 
reaction which is described above at number 1.

6:  No product limitation

A person working at a competitor proposes 
to agree on product limitation. As a result 
thereof both companies would make more 
marginsIndustries’ products.

Agreements between competitors that limit production are 
prohibited. Such agreements include any arrangement between 
competitors to limit or try to control sales volumes, production 
or capacity levels, investment, research or development of 
new products. In these situations, there is only one acceptable 
reaction which is described above at number 1.

7:  No group boycott

A person working at a competitor proposes 
to agree with a distributor that it can only do 
business with both of your companies if it does 
no business with other competitors.

Arrangements between companies (not necessarily 
competitors) amounting to a refusal to sell to, or buy from, 
a particular company or person are prohibited. This could 
be the case, for example, where there is an understanding 
among companies not to do business with a certain supplier, 
competitor or customer. In these situations, there is only one 
acceptable reaction which is described above at number 1.

8:  No bid rigging

A person working at a competitor wishes to 
agree on who should win a tender and asks 
you to refrain from bidding. Next tender he will 
be the one refraining from bidding.

Arrangements between companies (not necessarily 
competitors) amounting to a refusal to sell to, or buy from, 
a particular company or person are prohibited. This could 
be the case, for example, where there is an understanding 
among companies not to do business with a certain supplier, 
competitor or customer. In these situations, there is only one 
acceptable reaction which is described above at number 1.



CHECKLIST RED FLAGS 
NO CORRUPTION AND BRIBERY 
This checklist is aimed at helping you to recognize situations in which you are at risk of 
involvement in corruption or bribery, and what you should do in these situations. 

 

1 GIFTS, HOSPITALITY AND CHARITABLE DONATIONS CHECKLIST 
 

What is the intent behind the gift or 
hospitality? 

The gift or hospitality should be given as an act of appreciation and not to 
improperly influence a person to obtain or retain direct business advantage. 
Improper means not in accordance with general and local business practice. 

Is the gift or hospitality you offer or 
have been offered of a reasonable 
value? 

The size of the gift or hospitality must be modest and in accordance with 
general and local business practice. As a general rule, you should never offer 
or accept a gift or entertainment with a value exceeding EUR 100 or the local  
currency. 

Is the timing of the gift or hospitality 
suspicious? 

The gift or hospitality should not be given to influence a person to make an 
improper business decision. The timing could be suspicious if you offer the gift 
or hospitality to a business partner just before or during a tender or contract 
negotiations for a new deal. Similarly, the timing could be suspicious if you 
accept a gift or hospitality from a supplier just before or during a tender or 
contract negotiations for a new deal. 

Does the gift or hospitality place the 
business partner under any obligation? 

If so, the gift or hospitality can be interpreted as a way to improperly influence 
the business relationship with the business partner. 

Does the gift or hospitality conform with 
the policies and rules of the business 
partner? 

The gift or hospitality should be compliant with applicable laws, the code of 
conduct of the business partner and our Code of Conduct. 

Are you confident you could justify to 
your manager the nature, value, 
duration or frequency of any gift or 
hospitality that you offer or accept? 

If not, this is an indication that the gift or hospitality could be viewed as a bribe 
by others. The gift or hospitality should be given openly and should always be 
documented. 

Does a business partner request you to 
make a charitable donation or 
sponsorship? 

A charitable donation or sponsorship can also be considered a bribe or could 
be used to disguise bribes. 

 
 

2 FACILITATION  PAYMENTS CHECKLIST 
 

Does a public official ask for a small 
payment? 

Anything of value can be considered a facilitation payment, 
including small amounts of cash, alcohol, cigarettes or soft  drinks. 

Is payment requested for a routine 
governmental action? 

Payments to public officials to secure or accelerate the performance of a 
routine governmental action, such as customs clearance, are considered a 
facilitation payment and are strictly forbidden. 

Is payment requested by the public 
official based on the written 
regulations of the official’s country? 

If the payment is not based on written regulations of the official’s country or if 
the payment should be made on top of the amount that should be paid based 
on these written regulations, the payment is considered a facilitation payment 
and strictly forbidden. 

TO DO 

 
 

 

  Know the local regulations and requirements   Document demands 
  Reject unjustified demands   Inform your manager 



3 REPRESENTATIVES 

CHECKLIST 
 

To do before engaging and during the cooperation with a representative, such as an agent: 
 

Investigate whether the representative has faced allegations, investigations or prosecutions for involvement 
in corruption or bribery. 

 

Check the necessary expertise and track record of the representative. 

Check whether the representative has personal links with a public official or has been recommended 
by a public official. 

Document the investigations and checks on the representative. 

Put the agreement with the representative in writing and include appropriate contractual arrangements to avoid 
corruption and bribery risks, including indemnifications for these risks. 

Request the representative to sign off on our Supplier Code of Conduct. 

 

 

RED FLAGS 
 

These red flags could indicate something might be wrong: 
 
 

A representative offers services while there is no apparent business case for the use of a representative. 
 
 

The representative requests for payment of fees in cash. 
 
 

The representative requests you to make indirect fee payments, for example to a third party or in a country 
different to where the activity of the representative takes place. 

 
The representative sends you excessive invoices. 

 
 

The representative exerts pressure to make payments urgently or ahead of schedule. 
 
 

The representative splits fees into multiple accounts in different jurisdictions. 
 
 

The representative engages consultants with no clear purpose. 
 
 

The representative appears to be able to bypass legal or bureaucratic hurdles more easily than others. 
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